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ISOLOCITY SOFTWARE VALIDATION 
 

FDA 21 CFR Part 11 Compliance 
 
Rule Number:  
 
11.10a - Validation of systems to ensure accuracy, reliability, consistent intended performance, 
and the ability to discern invalid or altered records. 
 
Reference Isolocity QP-11 rev 2, software verification and validation to ensure reliability, 
accuracy and consistent performance.  Also, every form has an activity tracker that provides a 
ready-only content audit trail of all changes made. Ex: creation, modification, review, approval 
and deletion of records. It prevents any kind of records and documents alteration already 
approved in the system.  
 
 

 
 
The changes to data are logged with a reason code along with e signature validation.  
 

 
 
E-signature verified 
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It is possible to download PDF’s that provide a timestamp and expiration date.  
 

 
 
 
11.10b The ability to generate accurate and complete copies of records in both human readable 
and electronic form suitable for inspection, review, and copying by the agency. Persons should 
contact the agency if there are any questions regarding the ability of the agency to perform 
such review and copying of the electronic records 
 
Isolocity provides archive folders for clients to store completed or obsolete data. Isolocity does 
not archive any data automatically, unless requested by the client.  
All data provided is in in their original document format/form.  It can be used for 
inspection/review.  
 
It is possible to download PDF’s that provide a timestamp and expiration date. 
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Every form has an activity tracker that provides an audit trail of all changes made. Ex: creation, 
modification, review, approval and deletion of records. It prevents any kind of records and 
documents alteration already approved in the system.  

 
 
The changes to data are logged with a reason code along with e signature validation.  
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Furthermore, Isolocity allows the export of document content in CVS reports.  

 
11.10c Protection of records to enable their accurate and ready retrieval throughout the 
records retention period. 
 
AWS conducts regular backups.   We verify all backup logs at regular frequencies.  Furthermore, 
our client’s databases can be exported upon request.  All client data is safeguarded through the 
AWS security protocols. AWS certificates.   https://aws.amazon.com/artifact/ 
 
All data and meta data are locked down by Isolocity software to prevent any kind of fraud. The 
system is designed with retrieved tools.  Isolocity provides obsolete data.    
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11.10d Limiting system access to authorized individuals. 
 
Each user has his own username and password. In order to provide more security, the account 
will be locked after few failed login attempts. Only Isolocity system administrator can unlock an 
account.    
 
Isolocity has various user tiers with data permissions. See link https://isolocity.com/user-
access-permissions-qms/ Furthermore, each module and form has the ability to allocate 
authorized users.  A user must be authorized to view and contribute to forms, if not they will 
not be able to view or contribute.  
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Electronic signatures are also required to ensure the content (approval or rejection).  
 
 

 
 
 
11.10e Use of secure, computer-generated, timestamped audit trails to independently record 
the date and time of operator entries and actions that create, modify, or delete electronic 
records. Record changes shall not obscure previously recorded information. Such audit trail 
documentation shall be retained for a period at least as long as that required for the subject 
electronic records and shall be available for agency review and copying 
 
Isolocity provides electronic signatures and a ready-only content audit trail of all changes made. 
Ex: creation, modification, review, approval and deletion of records. It prevents any kind of 
records and documents alteration already approved in the system.  
 
It is possible to download PDF’s that provide a timestamp and expiration date.   
 
All data provided is in in their original document format/form. All data and meta data are 
locked down by Isolocity software to prevent any kind of fraud. The system is designed with 
retrieved tools.  Isolocity provides obsolete data.    
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11.10f   Use of operational system checks to enforce permitted sequencing of steps and events, 
as appropriate. 
 
All CAR, Deviations and Change Control forms have the ability to mandate various fields to be 
completed.  See below.    All user generated templates have the same ability to mandate what 
fields must be filled and completed prior to closing a form out.   
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The document approval process has 4 stages (draft, final draft, approved – not effective and 
approved-effective).  
Isolocity allows to track all new revision and achieved documents. 
 
4 stages approval  
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New Revision:  
 

 
 
Track the new revisions:  
 

 
 
 
 
 
 
 



 
 

THE QUALITY MANAGEMENT SYSTEM THAT DRIVES ITSELF 

 
 

Isolocity is a CJB Consulting Ltd company with offices located at 9225 Leslie St, Unit 201  
Richmond Hill, Ontario, Canada, L4B 3H6                                                                                                                     

Page 12 of 28 
 

 

Archived Documents:  
 

 
 
11.10g Use of authority checks to ensure that only authorized individuals can use the system, 
electronically sign a record, access the operation or computer system input or output device, 
alter a record, or perform the operation at hand 
 
All data inputs are validated and any changes are logged and captured.   Furthermore, only 
organization admins can reopen a closed report. 
All alterations are recorded. For approved documents, it is forbidden any kind of change.  
Isolocity provides electronic signatures and a ready-only content audit trail of all changes made. 
Ex: creation, modification, review, approval and deletion of records. It prevents any kind of 
records and documents alteration already approved in the system.  
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11.10h Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the 
source of data input or operational instruction.  
 
Not Applicable to Isolocity.  
 
11.10i Determination that persons who develop, maintain, or use electronic record/electronic 
signature systems have the education, training, and experience to perform their assigned tasks. 
 
Isolocity training manager can we setup to drive document training and other competency 
training events. The system can be used to schedule training, refresher training and training that 
are linked to documents and tests. All test scores and kept in the employee profile and are 
viewable (ready-only) by manager level access. 
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11.10j The establishment of, and adherence to, written policies that hold individuals 
accountable and responsible for actions initiated under their electronic signatures, in order to 
deter record and signature falsification. 
 
Client driven process. Isolocity mandates password validation prior to any inputs or changes 
being acceptable.  
Tests, quizzes or checklists can be applied in the training program module to ensure user 
comprehension.  
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11.10k Use of appropriate controls over systems documentation including: 1. Adequate 
controls over the distribution of, access to, and use of documentation for system operation and 
maintenance. 2. Revision and change control procedures to maintain an audit trail that 
documents time sequenced development and modication of systems documentation. 
 

1. Adequate controls over the distribution of, access to, and use of documentation for 
system operation and maintenance.  

PDF format prevents any kind of alteration (ready-only). Distribution is a client process.  
All users have its own login and password.   
Also, every form has an activity tracker that provides a ready-only content audit trail of all 
changes made. Ex: creation, modification, review, approval and deletion of records. It prevents 
any kind of records and documents alteration already approved in the system.  
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2. Revision and change control procedures to maintain an audit trail that documents time 
sequenced development and modification of systems documentation. 

For each new revision, Isolocity allows to create a new change control report. Isolocity keeps all 
the previous revisions.   
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11.50a Signed electronic records shall contain information associated with the signing that 
clearly indicates all of the following: 1. The printed name of the signer; 2. The date and time 
when the signature was executed; and, 3. The meaning (such as review, approval, 
responsibility, or authorship) associated with the signature. 
 
 
 
Electronic signature shows date and time. This information is tracked by the audit trails as any 
action taken.  
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Reason Code: 
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11.50b The items identied in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be subject 
to the same controls as for electronic records and shall be included as part of any human 
readable form of the electronic record (such as electronic display or printout). 
 
PDF’s reports provide full name, timestamp and expiration date.  
The audit trail and recent activities can be printout.  
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11.70 Electronic signatures and handwritten signatures executed to electronic records shall be 
linked to their respective electronic records to ensure that the signatures cannot be excised, 
copied or otherwise transferred so as to falsify an electronic record by ordinary means. 
 
It is not possible to erase, copy or alter any electronic signature. The electronic signature can not 
be changed in any circumstances.  
 

 
 
11.100a Each electronic signature shall be unique to one individual and shall not be reused by, 
or reassigned to, anyone else. 
 
Electronic signature is linked with its own account. User name and password is required. Each 
user has its own username and password to guarantee unique identification.  
The electronic signature can not be changed in any circumstances even though a user account is 
inactive.  
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11.100b Before an organization establishes, assigns, certies or otherwise sanctions an 
individual's electronic signature, or any element of such electronic signature, the organization 
shall verify the identity of the individual. 
 
This is a client’s driven process.  
Isolocity provides training program and training activity modules where allows the client to 
create tests, quizzes and checklists. Ex: Checkbox – I have read and understood the 
procedure/document.  



 
 

THE QUALITY MANAGEMENT SYSTEM THAT DRIVES ITSELF 

 
 

Isolocity is a CJB Consulting Ltd company with offices located at 9225 Leslie St, Unit 201  
Richmond Hill, Ontario, Canada, L4B 3H6                                                                                                                     

Page 27 of 28 
 

 

 
11.200a Electronic signatures that are not based upon biometrics shall: 1. Employ at least two 
distinct identication components such as an identication code and password. 2. Be used only 
by their genuine owners; and 3. Be administered and executed to ensure that attempted use 
of an individual's electronic signature by anyone other than its genuine owner requires 
collaboration of two or more individuals 
 
Isolocity requires two different identification to log in and add electronic signature: username 
and password which needs to be provided by the genuine owner.  
 

 
 
11.300a Maintaining the uniqueness of each combined identication code and password, such 
that no two individuals have the same combination of identication code and password. 
 
Isolocity software does not allow duplicate Usernames and passwords. Each user has his own 
username and password to guarantee unique identification.  
 
11.300b Ensuring that identication code and password issuances are periodically checked, 
recalled, or revised (e.g., to cover such events as password aging). 
 
AWS Setup- periodic reviews can be deployed for clients.  
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11.300c Following loss management procedures to electronically deauthorize lost, stolen, 
missing, or otherwise potentially compromised tokens, cards, and other devices that bear or 
generate identification code or password information, and to issue temporary or permanent 
replacements using suitable, rigorous controls. 
 
Not Applicable to Isolocity. 
 
11.300d Use of transaction safeguards to prevent unauthorized use of passwords and/or 
identification codes, and to detect and report in an immediate and urgent manner any 
attempts at their unauthorized use to the system security unit, and, as appropriate, to 
organizational management 
 
AWS Setup- Duel authentication can be deployed for clients.  
 
11.300e Initial and periodic testing of devices, such as tokens or cards, that bear or generate 
identication code or password information to ensure that they function properly and have not 
been altered in an unauthorized manner 
 
This is conducted during our validation protocols.  Furthermore, out automated test suite tests 
these security functions.  
 
 
 


